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ABSTRACT

In large problem domains, testing is limited by cost. Every test
adds to the cost, so DOE is an attractive option for testing. Specifically in the case of software testing, factorial experiments may be
useful. In a factorial experiment, numerical factors are typically
run at high and low levels that are near the extents of their ranges to
minimize the number of runs required. A factorial experiment may
involve multilevel categorical factors and may be done at a full or
partial level.

For over a century, Design of Experiment (DOE) techniques have
been applied to testing in large problem domains such as agriculture, chemistry, medicine, and industrial design. Recently, the application of DOE has appeared in component-based software testing. This is a natural extension, as software testing is a complex
problem that suffers from a combinatorial explosion. Exhaustive
testing is not possible in most systems. In this paper, we focus on
three areas: (1) the application of DOE techniques to software testing, (2) improved algorithms for screening tests involving categorical factors, and (3) construction methods for generating covering
arrays.

In software engineering, Design of Experiments (DOE) has been
explored since the mid 1980s. For instance, Berling et al. [4] applied fractional factorial design as a systematic approach to prototyping and validating a system. They successfully reduced 1,024
test cases down to 112 while obtaining knowledge needed about
factor interactions in a network maintenance system [4]. Dunietz et al. also applied experimental designs to testing and reported
measures of code coverage that were achieved in [13]. Kuhn et al.
measured the number of defects identified at different strengths of
interaction coverage in software [16] and also in systems with embedded software [17]. Several other examples include application
of experimental designs to computer benchmarking [5], PC Testing [25], network testing [2, 3, 32], and compiler testing [19].

Categories and Subject Descriptors
D.2 [Software]: Software Engineering; D.2.5 [Software Engineering]: Testing and Debugging—debugging aids; D.2.8 [Software
Engineering]: Metrics—performance measures

General Terms
Experimentation

Keywords

Indeed several of these studies have yielded tools for automatic
construction of software test suites. For instance, the Automated
Efficient Test Generator tool (AETG) has been developed by Telecordia; NASA has supported the development of the Test Case Generator tool (TCG) [31]; IBM has developed the Combinatorial Test
Services tool (CTS) [1]; and TestCover.com [30] has introduced a
web-based tool. The current tools construct interaction test suites
based on covering arrays. This paper discusses issues with covering arrays, and further examines the use of D-Optimal designs for
such testing.

Factorial Experiments, Covering Arrays, D-Optimal Designs

1.

charles.colbourn@asu.edu

INTRODUCTION

Researchers, scientists, and engineers frequently run experiments
to discover interesting aspects of a process or system under test
(SUT). Often ad-hoc approaches, or one factor at a time methods [8], are used to set up experiments. Consequently either more
experiments are run than necessary, or a sub-optimal selection of
tests is run without obtaining the desired results. Design and analysis of experiments is a two-step process that begins with a structured approach to setting up experiments, and culminates with a
statistical analysis. The result is that with an economy of experiments the information obtained is maximized, leading to statistically valid conclusions regarding the operation of the process or
system.

2. BACKGROUND
Much work has done on interaction testing using covering arrays.
Here we provide relevant background. We then introduce background on design of experiments.

2.1 Construction of Covering Arrays
Covering arrays have been proposed and empirically studied for application to software interaction testing [7, 4, 36, 25, 13, 16, 17].
Further, several algorithms for automatically constructing these objects have been designed [12, 9, 10, 11, 29, 31, 33, 34, 37, 24].
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We begin with some definitions. A covering array, CAλ (N ; t, k,
v), is an N × k array for which every N × t subarray has the property that every t-tuple appears at least λ times. In this application,
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Factor A
Low
Low
High
High

t is the strength, k is the number of factors (degree), and v is the
number of symbols for each factor (order). When λ is 1, every
t-way interaction is covered at least once; this is the case of most
interest, and we often omit the subscript λ when it is 1. The covering array is optimal if it contains the minimum possible number
of rows. The size of such a covering array is the covering array
number CAN (t, k, v).

Computational methods to construct covering arrays fall into three
classes of algorithms: algebraic, greedy, or heuristic search. Each
of these methods has strengths and weaknesses in accuracy, consistency, efficiency, and extensibility. No published algorithm has
yet addressed all of these concerns effectively, so software testers
must determine the relative importance of these different practical
concerns for their application.

A mixed level covering array, M CAλ (N ; t, k, (v1 , v2 , . . . , vk )),
is an N × k array in which, for each column i, there are exactly
vi levels; again every N × t subarray has the property that each
possible t-tuple occurs at least λ times. Again λ is omitted from
the notation when it is 1. A mixed covering array provides the flexibility to construct test suites for systems in which components are
not restricted to having the exact same number of levels.

We outline some methods here, not in an attempt to be exhaustive,
but rather to convey the flavor of available computational methods.

2.1.1 Algebraic constructs
The construction of orthogonal arrays from algebraic objects such
as finite fields has spawned many algebraic and combinatorial methods for the construction of covering arrays. For the most part, these
methods are fast and accurate, but apply only to very limited sets
of parameters. The promise and the challenge of these methods
hinges on being able to apply them to a specific experiment. Some
first efforts for strength two to apply algebraic methods generally
are explored in [33, 34]. Perhaps the most substantial drawback of
these methods at present is that obtaining the best accuracy often
requires knowledge of the underlying mathematics used in the construction.

If a covering array has strength two then any two columns in the
arrray must cover all of the possible combinations of levels of each
factor. Likewise, for a strength three covering array any three columns must contain all combinations of levels. A covering array of
strength t is minimal when the deletion of any row causes the array
not to have strength t.
As an example consider the covering arrays in Tables 1 and 2.
The columns of the array are associated with factors A, B, and C,
and the factors have 2 levels each, designated as high and low. The
Table 1 array is of strength 3, because any three columns contain
all of the level combinations of factors A, B, and C. Likewise, it
is of strength 2 since and any two columns contain all of the level
combinations. Table 1 is also a minimal strength 3 covering array
in that deleting any row would reduce its strength to 2. Table 2
is not a strength 3 covering array because any 3 columns do not
contain all the possible level combinations of Factors A, B, and C.
Table 2 is a strength 2 covering array and is minimal as well since
after deleting any one row it can no longer satisy the requirements
of a strength 2 covering array.
Factor B
Low
Low
High
High
Low
Low
High
High

Factor C
Low
High
High
Low

Table 2: Example Strength 2 Covering Array

This combinatorial object is fundamental in developing interaction
tests when all factors have equal numbers of levels. However, software systems are typically not composed of components (factors)
where each has exactly the same number of options (levels). To
avoid this restriction of covering arrays, the mixed-level covering
array can be used.

Factor A
Low
Low
Low
Low
High
High
High
High

Factor B
Low
High
Low
High

TConfig
The TConfig test configuration generator is a deterministic method
that utilizes algebraic constructs to build covering arrays quickly
[33, 34]. TConfig is relatively accurate and efficient in cases of covering arrays with equal levels and strength two. However, TConfig
does not appear to be easily extensible. The current implementation
is for pair-wise interactions, and the modification to mixed-level
coverage remains an area of future work.

2.1.2 Greedy algorithms
Greedy algorithms have been widely studied for the construction of
covering arrays primarily because of their rapid execution. However, much research demonstrates that more sophisticated heuristic
search can improve upon accuracy, usually at the expense of greater
execution time.

Factor C
Low
High
Low
High
Low
High
Low
High

Automated Efficient Test Generator AETG
The AETG algorithm [9, 10] is a general greedy algorithm published for generating interaction tests, as well as a commercial tool
that constructs software interaction tests. The algorithm uses randomization with numerous repetitions of runs to produce relatively
accurate results.

Table 1: Example Strength 2 and 3 Covering Array
AETG constructs covering arrays one row at a time. New rows are
continually added until all pairs have been covered. For every row
that is added to a covering array, M candidate rows are generated.
After each iteration, a row is added that covers the most previously
uncovered pairs. Each of the candidate rows is generated using a
random factor ordering and a heuristic for choosing values based
on the number of newly covered pairs.

In the practical application of software interaction testing, software
systems are typically composed of numerous components. This
makes a full factorial experiment too costly, and instead partial experiments are desired. For this reason, we describe methods to produce covering arrays for use in such experiments.
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t-tuples. Moves occur by studying the neighborhood and locating
rows which allow the change of a single element. The lowest cost
move is selected, with tie-breaking done randomly. Moves are only
permitted if the move is not tabu, to avoid the problem of looping.
A tabu move is a move that has occurred during the last T moves,
where 1 ≤ T ≤ 10.

AETG repeats the process of generating covering arrays numerous
times. The randomized factor ordering and the heuristic based on
newly covered pairs do not guarantee a good solution. However,
in practice AETG does provide relatively accurate solutions using
their recommendation of 50 candidates for each test, and 100 repetitions of constructing an entire array.

Simulated annealing - SA
Simulated annealing (SA) is another heuristic search method that
has produced many of the most accurate results to date for both
covering arrays and mixed-level covering arrays [11]. A covering
array goes through a series of transformations. After a transformation from S to S  , if the cost c(S) ≤ c(S  ), then the transformation
is accepted. If this inequality is not satisfied, then the transforma
tion is accepted with probability e(c(S )−c(S))/T , where T is the
temperature. An initial temperature of approximately .2, slowly
cooling at the rate of .9998 and .999999 every 2,500 iterations, is
recommended in [11].

Deterministic Density Algorithm DDA
Among the greedy algorithms, DDA [12] is relatively competitive
on all three criteria of accuracy, efficiency, and consistency. It establishes a theoretical bound on the size of the covering array that
is logarithmic in the number of factors, yet is competitive with the
other greedy algorithms.
DDA employs only one run as there is no randomization, and does
not require extra resources for multiple candidates. Covering arrays are constructed one row at a time until all pairs are covered.
The rows are constructed one factor at a time in an order based on
a density formula. The density heuristic orders factors based on the
likelihood that they cover the most new pairs. This is calculated in
relation to both factors that have been fixed, and those that have yet
to be fixed. Levels (values for factors), are also selected based on a
density heuristic that considers the likelihood of a selection covering the most previously uncovered pairs.

While this algorithm appears to be relatively accurate it incurs a significant amount of execution time. For instance, Cohen et al. [11]
indicate that this accuracy came with a substantially larger time investment than simpler heuristics.
This rapid tour of some construction methods for covering arrays
is by no means exhaustive, but serves to illustrate the variety of
techniques available for the construction of covering arrays in experimental design.

In-Parameter Order - IPO
The In-Parameter-Order algorithm generates covering arrays with
a strategy of horizontal followed by vertical growth [37]. The IPO
strategy begins with horizontal growth and limited vertical growth
such that each component (k) is filled in, one at a time, for the initial first v rows, where v is the number of levels for components.
After this horizontal growth, if all pairs have not yet been covered,
the process is repeated vertically until all pairs are covered and a
test suite is generated. To date, the IPO algorithm has only been
implemented for 2-way coverage.

2.2 Design of Experiments (DOE)
In DOE, the objective is to set up a test plan to run experiments that
involve factors (manipulated variables) and responses (dependent
variables). These variables can be either numerical (ratio or interval scales) or categorical (ordinal or nominal scales). Each test is
an experimental run. In each run, factors are set to specific values
within their respective ranges, and responses of one or more variables are recorded. For example we may experiment on how two
factors affect the number of defects found in a software system (see
Table 3). The two factors in this experiment include (1) the lines of
code in a program, and (2) the years of experience for the software
developer.

Test Case Generator TCG
The TCG algorithm [31] is a deterministic method for constructing
covering arrays. The results are generated relatively quickly and
are reasonably competitive, especially for mixed-level covering arrays.

The values of 1 year and 5 years are used here for the experience
level and a size of 100 or 10000 lines of code (LOC) for the size of
the program are used. The response is measured by the number of
defects found per thousand lines of code.

TCG adds one row at a time to a covering array and continues
adding new rows until all pairs are covered. Before each row is
added, up to M candidate rows are generated and a best candidate
is the row that is added. M is chosen to be the maximum number
of levels for a factor. Factors are fixed in order of decreasing cardinalities of levels. This is particularly beneficial for mixed-level
covering arrays. Values for factors are selected to locally optimize
the number of covered pairs.

Run

1
2
3
4

2.1.3 Heuristic search
Heuristic search, in particular simulated annealing (SA) yields a
notable improvement in accuracy over greedy methods (see [11],
for example). Other search techniques such as hill-climbing and
tabu search have also proved effective, while genetic algorithms
have until this point been less explored.

Factor A
Experience
(years)
1
5
1
5

Factor B
Size of
Program (LOC)
100
100
10000
10000

Response
Number of
Defects
37
12
27
23

Table 3: Simple Experiment
In Table 3 both of the factors are numerical; an example of a categorical factor is the language in which the program is written, such
as C++ or Java. This experiment is full factorial because all combinations of factors/levels have been tested with each other (2x2=4
runs). For larger experiments involving more factors it may be de-

Tabu Search
In Tabu search [24], a series of transformations is applied to a
covering array. The cost is calculated as the number of uncovered
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sirable to reduce the number of tests to a subset of the full factorial,
this is typically called a fractional factorial.

Factorial experiments test numeric factors at high and low levels.
The high and low levels of factors typically correspond to points
at or close to boundary values (to get the most value from experimentation). The number of runs for experiments such as these is
2n where n is the number of factors.

2.3 Analyzing Experiments
The second part of design and analysis of experiments is the statistical analysis. Depending upon the process or system of interest, the
analysis may take the form of a simple ANOVA (Analysis of Variance) [22], or involve a more complex Response Surface Analysis
(RSA) [20]. In ANOVA the analysis provides information regarding how much each factor (and factor interaction) contributes to the
overall variance of the data, indicating the importance (as a percentage) that each factor or interaction plays in the process. These experiments are screening experiments, since the experiments differentiate the important factors and interactions from the unimportant
ones. In addition to an ANOVA analysis in screening experiments,
regression analysis can be employed to determine a relationship
between the factors and response variables in the form of an equation [22].

Fractional factorial experiments also test numerical factors at high
and low levels. The number of runs for these experiments is 2n−p ,
where n is the number of factors and p is the fraction of the factorial. When p = 1 it is a half fraction, p = 2 a quarter fraction, and
so on.
Reduced factorial experiments in commercial statistical software
packages use optimality criteria to reduce the number of runs for
experiments involving categorical variables. Optimal designs allow
experimenters to generate best designs based on the users choice of
sample size, model, ranges on variables, and other constraints [22].
These designs are typically used in optimizing processes where
there are irregular experimental regions, nonstandard models, or
unusual sample size requirements, but in most cases optimality criteria can be applied to screening experiments as well.

As an example consider the analysis of the experimental data provided in Table 3. The ANOVA is given in Table 4.
Factor or Interaction
Years Experience
Lines of code (LOC)
SLOC x Experience

% Contribution to Variance
65.5
0.10
34.4

Other experimental designs apply to specific types of experiments,
such as: mixture experiments where factors are added to one another to form mixtures [18]; nested and split plot designs when
factors can be manipulated only in groups [14, 15, 35]; random
factor designs [22] when we are interested in a broad range of values for each factor; and blocking designs [15, 22] when an experiment contains uncontrollable factors that we wish to eliminate from
affecting the outcome of the experiment.

Table 4: ANOVA Results for Table 3 Data
By standard techniques [22], one can write a linear model for the
response in terms of the factors. For our example, the regression
equation is:

2.5 Limitations of Experimental Designs
The application of DOE in other fields provides experience that can
be applied to software testing. Cost benefits have been mentioned,
but there are also known limitations. These limitations continue to
be addressed and solved. Some areas where DOE methods are improving include:

Def ects =
43.4 − (6.2 × yrs) − (0.02 × LOC) + (5.3 × yrs × LOC)

(1)

In this analysis, the experience of the individual is much more important than the size of the code. Secondly, there is an interaction
of experience and size. The regression equation indicates that the
interaction of larger code and experience increases the number of
defects.

1. Needle in a haystack processes
Certain processes may involve hundreds or even thousands of factors. Occasionally a process may be run in which exhaustive (full
factorial) testing yields the identification of only a small number of
important factors. Defect testing is a good example. Many applications involve millions of lines of source code, but may contain
only a few defects. These defects may only show up in rare cases
of factor interactions. Obviously exhaustive testing involving many
millions of tests is not desired due to cost; nevertheless if the right
combination of tests is not performed, we have little chance of locating the defect.

To go beyond a simple analysis and optimize a process or system,
Response Surface Analysis is appropriate. RSA views the problem
environment in terms of two-dimensional contour plots, so that optima can be seen visually or mathematically. While these methods
also begin with simple ANOVA techniques, optimizing multiple
factors and responses involve more complex methods that allow
second order regression and higher models to be estimated.

2. Categorical factors.
Exhaustive testing is common in only the smallest systems for designs involving categorical factors. For instance, consider a system
with 20 factors that can each take on 4 values. Exhaustive testing
requires 420 =1,099,511,627,776 tests!

2.4 Designing an Experiment with DOE Techniques
Designed experiments cover a broad range of types: Full factorial
experiments test all combinations of factors and their levels. In this
case the number of tests required is

Y

When categorical factors are present in large numbers, research using DOE typically involves full factorial testing [2, 3, 32]. Some
statistical packages offer optimal designs as a solution to reduce the
number of runs in screening experiments. However the use of optimal designs for screening is a newer concept and has not received
attention in the application to software testing. It appears that cer-

x

ln

n=1

where n is the number of factors and l is the number of levels associated with each factor.
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tion, commonly written as:

tain optimal designs are currently underused as a mechanism for
reducing the number of experimental runs necessary in screening
experiments. We discuss this further in Section 3.

β = (X  X)−1 X  y

3. Screening designs in nonlinear processes
In order to reduce the number of runs in a screening experiment,
certain assumptions such as approximate linearity between levels
(the different levels at which factors are run) are made. Processes
may be inherently nonlinear in nature, requiring the use of more
runs. Estimating non-linear models requires more runs than estimating linear models [23], so an economy of runs is more difficult
to achieve.

The β vector contains the coefficients in the regression equation relating a response vector y to the factors and interactions composing
the X matrix. As an example, consider the equation (model) for
two numeric variables, x1 and x2 and their interaction (compare to
the regression equation for the data in Equation 1):
y = β0 + β1 x1 + β2 x2 + β12 x1 x2

4. Efficiency of test constructions
Generating designs may require substantial amounts of time. Indeed many of the algorithms to generate designs involve the solution of NP-hard problems, and thus appear to need exponential time
in the worst case. Techniques to reduce the time it takes to generate an experimental design using covering arrays were discussed in
Section 2.1.

3.

2
(X  X)−1
V ar(β̂) = σresponse

In large scale testing domains, every test that is executed incurs
costs. Two-level factorial and fractional factorial methods can be
used to reduced the number of tests. For experiments involving
categorical factors, these methods cannot be used. Some statistical packages employ optimality criteria to reduce the number of
runs. Optimality criteria were born out of the need to optimize
processes. They are used for screening designs due to their flexibility in designing experiments given only the number of runs desired,
the number of factors, and their numbers of levels. Many of the optimality criteria used in RSA have calculations involving the X X
matrix. The X matrix is related to the design matrix where each
experimental run is a row, and each factor is a column in the matrix. Consider the design matrix for an experiment involving three
factors and one response variable shown in Table 5.

1
2
3
4
5
6
7
8

Factor A
Network
Architecture
Classic
Swan
Classic
Swan
Swan
Classic
Classic
Swan

Factor B
MAC
Protocol
IEEE 802.11
EDCF
EDCF
IEEE 802.11
IEEE 802.11
IEEE 802.11
EDCF
EDCF

Factor C
Load
(msg/sec)
2
4
2
2
4
4
4
2

(3)

D-Optimality seeks to maximize the determinant of the X  X matrix, in order to minimize the variance of the β coefficients in the
regression model. As in [20], from the generalized regression equation, the variance of the β coefficients is:

D-OPTIMAL DESIGNS

Run

(2)

(4)

The σ 2 term is the variance of the response and is therefore dependent on the y vector, which is only available after the experiment is completed. The (X  X)−1 portion of the equation is dependent only on the experimental setup and not related to the response data. Because of this a portion of the initial design can be
optimized before the experiment is run. A convenient way to minimize (X  X)−1 is to maximize |X  X|, the determinant of the X  X
matrix [6].
Some statistical packages use D-Optimality for screening designs.
Recall that D-Optimality involves three inputs: number of experimental runs desired; number of factors; and number of levels for
each factor. While the number of levels and the number of factors are available to the user, the user must also determine how
many experimental runs are necessary; this may not be intuitive.
c [27] and DeSome statistical software packages (such as JMP
c [28]) attempt to calculate the number of runs resign Expert
quired from a user specification of the model to be estimated.

Response
Throughput
(bits/sec)
700.7
968.6
984.4
1013.8
1005.7
853.6
1008.5
1023.18

In industrial processes there is a principle called Sparsity of Effects) [22] to aid a user in determining the model to estimate. This
principle states that main effects are the most important, followed
by two-factor interactions, three-factor interactions, and so on. As
the interactions involve more terms, the interactions become negligible. Therefore it is often reasonable to use a main effects plus
two-factor interaction model. This principle, together with insight
into the process or system under test, provides the prospective user
of statistical software with information that can make the selection
of a model more straightforward.

Table 5: Networking Experiment
The design matrix considers only the factors and levels that need
to be tested; the X matrix additionally considers the model being
estimated. Consider a model in which main effects (factors A, B,
and C) and two factor interactions (AB, AC, AD, BC, BD, CD) are
to be estimated. The X matrix contains terms corresponding to this
model, and contains additional columns for interactions (which are
missing from the design matrix).

The use of D-Optimality for experimental screening designs involving categorical factors produces designs that are much closer
to full factorial designs than can be achieved by purely selecting a
random subset of runs from the full factorial. To date, for any designs involving multilevel categorical factors, D-Optimality is the
preferred method by which statistical software packages design experiments. Other methods are used but only for very specific designs involving certain numbers of factors and/or levels [26]. DOptimality can handle generic designs and it is this flexibility that

A well known optimality criterion is D-Optimality [21]. To understand this criterion we show the matrix form of a regression equa-
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runs available (i.e., the covering array is not minimal). The 2 and 3
covering variance calculation is shown in equations 6 and 7:

has caused its wide spread use over other design methods.

X

Covering designs have recently been used in tools that generate
software interaction tests [1, 9, 30, 31]; however they have not
been used in traditional experimental designs tools that also provide
statistical analysis of results.

4.

allcolumnpairs

X

METRICS FOR COMPARING DESIGNS

allcolumntriples

We define some of the metrics used to compare covering arrays and
D-optimal designs.

X

(ni − nd )2

X

(ni − nd )2 (7)

allpermutationsf actors/levels

allpermutationsf actors/levels

(6)

4.1 Metrics for Reduced Designs
where ni is the number of times a particular level combination occurs in the covering array and nd is the number of times it should
occur for the most even covering.

We need a basis for comparison of D-Optimal designs and covering
arrays. Our ultimate goal is to produce reduced designs (a subset of
a full factorial) that approximate the ANOVA results from the original full factorial data well. The percentage contribution to variance
is a desirable way to compare such designs. As an example consider the percentage contributions as analyzed from the data in Table 5 and shown in Table 6. Here we are interested in the ANOVA
for main effects plus two-factor interactions (ME + 2FI). Additionally consider the experiment in Table 5 minus the fifth run, making
th
it a 78 fraction of the full factorial experiment. The ANOVA for
both designs is shown in Table 6.

Factor or
Interaction
A
B
C
AB
AC
BC

Original Full
Factorial Data
contrib. to
variance(%)
30.4
23.8
1.83
30.6
8.09
4.34

Reduced
Design Data
contrib. to
variance(%)
26.9
30.5
0.14
29.5
8.07
4.92

Consider another example of an experimental design where 2 factors at 2 levels each are involved (call the factors A and B and the
levels of each high and low). There are 4 possible combinations of
these factors. If our experimental design requires 8 runs rather than
4 then the best (most evenly covered) design would be the 4 possible combinations doubled (replicated) to produce an 8 run design.
The experimental runs are shown in Table 7 and designated Design
1. The calculation for covering variance is shown in equation 8.

z }| { z }| { z }| { z }| {

Difference

Alow Blow

contrib. to
variance(%)
3.5
6.7
1.69
1.1
0.2
0.58

2

Alow Bhigh
2

Ahigh Blow

Ahigh Bhigh

2

(2 − 2) + (2 − 2) + (2 − 2) + (2 − 2)2 = 0

(8)

The variance is zero since there are 2 complete sets of factor combinations, for all the possible factor and level permutations and this
is the most even covering possible. Note that there is 1 row of data
shown in Equation 8, corresponding to the only 2 column pair AB
(the leftmost summation in Equation 6). Consider Designs 2 and 3
in Table 7, the calculations for these are:

Table 6: Combinatorial Data for Numbers of Runs
Design2 = (4 − 2)2 + (2 − 2)2 + (1 − 2)2 + (1 − 2)2 = 6 (9)

We use the sum of squares error between the full factorial data and
the reduced design as an indicator of how well the experimental
design was constructed:

X

M E+2F I

ErrorSquaredSum =

(ρf f − ρrf )2

Design3 = (5 − 2)2 + (1 − 2)2 + (1 − 2)2 + (1 − 2)2 = 12 (10)

(5)

Design 3 with a covering variance of 12 is the worst possible design
in that many runs test the 2 factors at the same levels, corresponding
to one of the most unevenly 2-covered designs.

where ρf f and ρrf are the percentage contributions to variance for
the full and reduced designs specific to a particluar factor or interaction. For the reduced design above the sum is 61.6. If other
designs were analyzed their sum could be compared to the above
and if the sum were smaller the design would be considered better
at estimating the original full factorial model.

Run

1
2
3
4
5
6
7
8

Likewise the same could be done for the above with the addition
of three factor interactions (3FI). In this case difference terms for
ABC, ABD, and BCD would need to be calculated (i.e. for all of
the 3-factor interactions).

4.2 Covering Variance Metrics
In order to differentiate covering arrays of the same strength, a metric is required. We propose a new metric, covering variance, to
measure how evenly the design is 2 or 3 covered with the extra

Design 1
Factors
A
B
Low Low
Low High
High Low
High High
Low Low
Low High
High Low
High High

Design 2
Factors
A
B
Low Low
Low Low
Low Low
Low Low
Low High
Low High
High Low
High High

Design 3
Factors
A
B
Low Low
Low Low
Low Low
Low Low
Low Low
Low High
High Low
High High

Table 7: Comparative Covering Variance for 3 Designs
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5.

COMPARING DESIGNS

Determinant verus 2−Covering Variance
70

Data was taken from a 4 factor mobile ad-hoc networking experiment [32]. Information concerning these factors is summarized in
Table 8.
Number of Levels
3
2
2
2

Run
Run
Run
Run

50

2−Covering Variance

Factor
Network Architecture
MAC Protocol
Routing Protocol
Speed

15
16
17
18

60

Type of Factor
categorical
categorical
categorical
numeric

40

30

20

10

0

0

20

40

60
Determinant (%)

80

100

120

Table 8: Mobile Ad-hoc Experiment Factor Information
Figure 4: Determinant versus 2-Covering
Exhaustive testing was performed to compare the following design
construction methods:

4. Constant improvement in error squared as the covering improves (lower covering variance is better)

• D-Optimal Designs;
• Strength 2 Covering Designs (referred to as 2 covering designs from now on); and

The performance of each design method in terms of increasing error squared:

• Strength 3 Covering Designs (referred to as 3 covering designs from now on).

3 Covering  D − Optimality  2 Covering  Random
Specifically, 3 coverings were better than D-Optimal designs by
between 39-74%, and D-Optimal designs were better than 2 coverings by 2-24%. The average Error Squared for random selection
on 15 runs through 18 runs was 361.2, 310.2, 259.1 and 209.7 respectively (note that the data points on the graphs do not have equal
numbers of samples). If the only concern is matching full factorial
results as closely as possible, 3 covering is superior.

The task is to estimate a minimum model of main effects plus twofactor interactions (ME+2FI) with the possibility of extending it to
include three-factor interactions (ME+2FI+3FI). In order to estimate these models, 15 runs and 22 runs from the full factorial data
must be selected at a minimum. The minimum requirement of 15
and 22 runs is based on being able to estimate all main effects and
interactions for the ME+2FI and ME+2FI+3FI models respectively.
Any less runs would mean the inability to adequtely measure all of
the main effects and interactions, any more runs be acceptable but
unessessary.

The exact relationship between D-Optimal designs based on |X X|
and covering arrays is not known, primarily because the statistical
analysis of covering arrays is not well understood. The graphs in
Figure 4 relate |X  X| and two-coverings. The graph suggests a
relationship of:

Exhausive testing was performed for 15 runs through 18 runs. The
number of ANOVA’s necessary to run each set of exhaustive tests
can be calculated based on a combination of runs out of a full factorial experiment which has 3x2x2x2 = 24 runs (3,2,2,2 correspond
to the number of levels each factor has). Data is shown in Table 9.
Number
of runs tested
15
16
17
18

Equation
24 C15
24 C16
24 C17
24 C18

2 Covering V ariance = f (

1
)
|X  X|n

(11)

Analysis of 3 covering data is expected to have a similar relationship; however no data was collected to determine this.

Number of tests
(exhaustive analysis)
1,307,504
735,471
346,104
134,596

Lastly D-Optimal designs are approximately characterized by maximizing the distance between all points in a design. As an example
consider an experiment involving 3 factors at 2 levels each. The full
factorial is shown in Figure 5a, with each dimension representing a
factor and each level of the factor representing a point on the edges
of the cube. Figure 5b shows a half factorial design of 4 points that
is D-Optimal, and there is no other arrangement of the points giving a greater distance between all points (although there are other
designs that are equally good). Figure 5c shows a suboptimal design where the distance is lower than that of the design in Figure 5b.

Table 9: Combinatorial Data for Numbers of Runs
Results for Error Squared (Equation 5) are shown in Figures 1 to
3, and can be used collectively to compare the three design construction methods as to how well they fare against each other and
for estimating full factorial results. The graphs show:

Large distances among all points is also considered a good design
criterion. Therefore data was collected showing distance among
all points for the three types of designs under consideration (see
Figures 6 to 8). Then:

1. Similar shape of curves for all data within a particular analysis (determinant, 2 covering, 3 covering)

• The 2 covering distance is very close to linear;

2. Constant improvement in error squared as the number of runs
increase within a design

• |X  X| versus distance is confined to a smaller range than
covering variance data;



3. Constant improvement in error squared as |X X| gets larger
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Figure 1: |X  X| versus Error

2 Covering Variance versus Error Squared
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3 Covering versus Error Squared
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Figure 3: 3 Covering Variance versus Error

62

35

40

45

you cannot discern the difference between the A effect and the BC
interaction, and therefore you cannot tell which one is contributing
to the variance. Table 10 provides an example; when analyzed the
results show the effect of A accounts for over 70% of the variance;
since the BC interaction is aliased with A you cannot tell how much
variance is accounted for by A or BC, only that the combination of
both is 70%. The experimental setup in Table 10 is a covering array of strength 2, and a 23−1 fractional factorial as well. If catching
as many defects in code as possible is the goal, then aliasing may
not be a concern. If the desire is to calculate a regression equation
relating factors to response, then separating the effects estimates
(eliminating aliasing) becomes of paramount importance.
Figure 5: Visual Display of Distance for Different Designs
Run
• The 3 covering vs distance appears to be a sawtooth pattern.
1
2
3
4

In more detail:
• 2 covering distance is usually greater than |X X|, but performs worse in coming close to full factorial designs
• 3 covering distance (for the best 3 covering designs) is generally worse than both 2 covering and |X X| designs but performs better in coming close to full factorial designs

Factor B
Temp
(F)
90
75
90
75

Factor C
Pressure
(psi)
150
200
200
150

Response
Quality
(defects)
5
10
15
7.5

Table 10: Industrial Experiment
Covering arrays do not avoid aliasing as D-Optimal designs do;
care must be taken to analyze a covering design to see if aliasing
occurs.

Since the best (lowest covering variance) 3 covering designs do not
have a high distance but perform better in approxiamating full factorial designs, distance may not be as good an indicator of design
capability as originally thought [20].

6.

Factor A
Machine
Speed (rpm)
20
20
40
40

6.2 Combining Covering and Optimal Designs
D-Optimal designs offer estimation and covering arrays do not appear to, while covering arrays offer an intuitive notion of coverage.
Marrying these methods may have benefits that neither of them has
separately. This is the motivation for mixed or hybrid designs. Indeed it may be possible to extend a covering array to a D-Optimal
design.

DIFFERENCES BETWEEN COVERING
ARRAYS AND D-OPTIMAL DESIGNS

When a covering array tests all two way or three way combinations of factors/levels, the experiment should be able to identify two
factor interactions and three factor interactions. While D-Optimal
designs have a statistical basis concerning estimation of these interactions, covering arrays have not been studied from this viewpoint. D-Optimal designs are concerned with measuring interactions, while covering arrays are concerned with accurate coverage
of interactions. A potential strength of covering arrays is that isolation and detection of information (such as defects) does not necessarily mean having to measure interactions. Here we explore how
covering arrays fare in the measurement of interactions, and we
consider an array to be better based on its ability to estimate interactions.

Sequential designs are ones in which a portion of an overall experiment is run, and then augmented based on the analysis of the first
set of data. We may be able to design mini-experiments based on
covering arrays, and then augment them with additional runs after
analyzing the data. The additional runs can be used to gather data
that could not be obtained from the original experiment, without
wasting runs that would occur if a larger experiment had been designed and run first.
It is common to set up the experiment with a particular model in
mind. There may be cases when designing an experiment to estimate main effects plus two factor interactions may produce poor results because of unanticipated three factor interactions. With standard screening designs importance would be placed on fitting the
best possible ME+2FI model to the data. With bias minimizing designs this is not the case, addressing the possibility of minimizing
the error associated with an actual ME+2FI+3FI model is a higher
priority. If the process or system actually follows a ME+2FI model
then there will be some loss in accuracy to estimate it (over standard optimal designs), however, the loss is usually not significant,
and is warranted by the greater risk of estimating the model with
a large error. This concern is presently not addressed in screening
experiments, nor by using optimal designs. This is an area where
progress can be made in designing experiments that produce superior results when the practitioner does not know what type of model
the process or system follows.

The best covering arrays (based on low covering variance) are much
better than purely random designs, and in the cases analyzed are
better than D-Optimal designs. Generating optimal, or even minimal, covering arrays is computationally difficult. Nevertheless we
may not require a minimum covering array, and therefore we may
not always have a difficult search problem.

6.1 Covering Arrays, D-Optimal Designs and
Aliasing
When using D-Optimal designs with enough runs to estimate two
factor or three factor interactions in addition to main effects, no
aliasing occurs among the main effects or interactions. A common
occurrence when using fewer runs than a full factorial is that when
the analysis is completed, it may not be possible to get distinct estimates of all factors and interactions (this is aliasing). For example,
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Figure 6: |X  X| versus Distance
2−Covering Variance versus Distance
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2−Covering Variance

Figure 7: 2 Covering Variance versus Distance
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6.3 Orthogonal Properties of Designs
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Exact (100%) D-Optimal designs produce an X matrix that is as
close to orthogonal as possible; good covering arrays do not always share this property. Figure 4 shows that strength 2 and 3 covering arrays that are good by the covering criterion have a relatively
high determinant value (|X  X|), but there is no linear relationship.
Therefore, while |X  X| is important, it may not play a critical role
in producing good experimental designs.

7.

CONCLUSIONS

Design of Experiment (DOE) techniques may be applied to software interaction testing in several ways. Currently, interaction testing has been explored using covering arrays. This paper compares
the application of covering arrays with that of D-Optimal Designs.
The use of covering arrays in interaction testing has been empirically studied, and several algorithms enable the automatic construction of these interaction test suites. Further, D-Optimal Designs are
examined here for interaction testing. Preliminary work indicates
that D-Optimal and covering array designs can serve as reasonable
estimates of full factorial test results. We have seen that they often
outperform randomly generated partial experiments for estimation
as well. To exploit the features of D-Optimal designs and covering arrays, we are investigating mixed designs, sequential designs,
and bias minimizing designs. Their properties when setting up partial experiments involving categorical factors appear promising as a
means to combine the best features of estimation and identification.
The application of DOE to software testing needs to provide further
statistical support, as well as to address the practical concerns of the
software testing community. Designs tested in preliminary research
involve limited numbers of factors, limited mixes of categorical and
numerical variable types, limited numbers of levels in categorical
factors, and specific subsets of full factorial data. Future research is
to consider a broader scope of testing to address these limitations.
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